


Theorem Let p
be an odd prince. Then

Y- x = x(x*- 1) = x(x- 1)(-Roots : all Every

(nonzero) roof of xi-X.

squares in #p
in # I (Fermat's Little Theorem

ProofLet at # ,

ato
,
so is a nonzero square in t .

Then a is a root of

x 1 since (a(- 1 = a
*-1 = 0 by Fermat's Little Theorem.

To by process of elimination,* 1 has as its F roots all the nonsquares
in #

-

This gives a criterion for checking when an element at #p is a square or a nonsquare.
called Euler's Criterion : given at #p , p an odd prime,

=G
if a is squarenonter

& modp.

"nonsquare
O if a = 0.

Eg,
is 7 a square or a nonsquare in F ? Use Fulea's Criterion : 7= 103 = 1000 = 12 =1 mod is

Soo is a nosquare mod 13.

Definition Let p
be an old prime ,

at1 . Then the Legendresy (5) + 5-1,
0

, 13
-

is defined by ()-91 it a is nonzero square mode Pi
nonsquare mod p ; (i) = 0

So a = (g) mod 13.
O if a = 0 mod p. eg . (5) = 1

159) = 0
(

(i) = 1



= (5)() for all abeX (they don't need to be relatively prime)

The Legendre symbol (g) is a completely multiplicative function of a (where the addpricea
eg. [= = So 2017 modi is a nonsquare mod 3

- I
+ 1 - I

When is- square mod p
? -I is a

grousquare
mod 3

,
7

,
11, ...,

2003, -

= P- square
mod 5

,
13

Is- a square or a nosquare mod p : 200?? Nonsquare.

Theorem Let p be an odd prime ,

then (p) = E =S PElwood4
-

The quick proof uses (i) = (1)
*

modp
If p= 4k+ 1 theni = 2h

, Gl
= 1.

#f p= 4k+3 then = 24+, (12k+
= -1 .

How hand is it to find a nonsquare
mod p (given an odd prime p) ?



Given

atadd Pomeautare Legendre sea

WeCanuse Eulerter.Easy a come not soeasybyhandserocity
(Ch.

227.

( = (i)
if p = 1 mod 4 eg . (5) = 1 Since z= 32 mod 7

(i) = H = If it
p = > mod4. F = - mod 8 So ...

(i) =( = S !
if PE Il modg (5) = -1 1,4 squares

mods
2,3 nonsquares ..

if p= #3 mods

If p-q old primes then Itg) and (9) are closely related :

(f) = (t) it at least one of p,g is = 1 mod4

(t) = - (g) if p=g
= smod4

i .
e . (f)() = HE (the law of Quadratic Reciprocity



Eg . compute ()= ) =

-E =H)= ieH is a squarem

Since47 mods

Eg . (8) = (e)= = ()() = (() = 1-1( = ((+) =-

+! 891 mod 4 i.e .
60 is a nonsquare

und 89.
Questions : If we compute () = / (either by Euler's Criterior or Quadratic Reciprocity

we know= a modp has two solutions (the two square roots of a modp).
Can we actually find these two solutions ? (i.e . compute the square roots of a

mod p) ? Yes.
eg. p

=/mod 4, #) = + 1
.
In this case we can find the two square roots of

mod p rather easily even if p is thousands of digits long .

As follows :

Pick < + 51 ,
2

,
"

, p-13 randomly· Compute (f) =F mod p

If (f) = -1 (c issquare modp) take x = c modp ,

then x= cr- mods
If (g) = + 1 (c square mod p) try again.

99
.

9 % of the time
,
it takes at most ten dries to findx satisfying x= -1 modp

.

How can we find a
,
b-I satisfying p

= a+52 ? Cassening p
= 1 mod 4)

This is as difficult of finding a solution of x= -1 mode
.

If p= a+b then in # ,b= 0
,

b= -a -1 = (5). The square
rook of -1 mods are t



There Let p be prime .
Then p is a sum of two squares iff pE3 mod 4.

ProofWe already know that i p= 3 mod 4 then p is not a sum of two squares.
-

Conversely is prime , pE3 mod4
.
There is more them one proof but we

will give supposerite solution which tells us how to find abe t such that a+62= p.

This algorithm is very efficient
in practice even for primes having hundreds or thousands of

decimal digits. If p = 2 then p = P+ R .
Henceforth p= /mod 4 .

Let c + 91, . . .

, p-i such

that c = - modp .
(See previous slide for a method to Find c

.

) Then + = 0 modp
i.e .

c+ 1 = mp for some m 1 .
We can iterate the following descent step which

leads from a large multiple of p
as+ M2

,
to a smallen multiple of p of this form,

repeating until we get p= atb2
,

a
,
b-*.

S Fermat's Method of Descent)
Suppose mp

= a+ b2
,

a
,
b + 91

, 12.,
3. Somp = xi

,
x = a+bit[/i]

After reducing ab mod m to get d = p modu where p= a+bi
,

191 ,
1b'1= Choose abe-E ...., i

a =a mod m
or G-m,Then x3 = mr for someNEli].

beb' und m

since x = (a+bi)(a-bi) = (aa'+bb') + Lab modern
-

= a+b=
= mp

a=

mp = O modi mk = B
= mp m2r = mppB = mp.mk(2)(B) = mpB

vE= ph .
where we can check 15km.

mr . mi = mpBg
↑ both sides This

m UF = p85 wherediseases I can be checked carefully to finish the
mpk = pBs proof .



Eg

.WriteP009so
a Sum of to squares .

(10 prea

so (e) = 1

I = -1 modp so 13
, 31 nonsquares mod p

= 1009. The two square-roots of
zith =- mods modp are 1469 i

.
e.

g = 469 mod p 469
,

540.

Choosing the smallest nonsquare 3 = 540 mody
4691 E

469 = 33 mod 28469+ 1=8p ,
a : 4 1 = I mod 218

B
= 33+ :

U= ap = (469 + i) (33-i) = 15478 - 436i = (18(71-2i7
V= y - 2

vi= 74 + 2
2

= 5045 = 5p
rout the descent step starting with F+2=5p. Find
my = xg = (7) + 2i)(1-zi) = 75-140i = 5(15-28i)
V= 15-28:

vi = 152+ 282= 1009 =

p



which positive integers have the form +blabez) ?
we know the answer for a prime number p : p is a sum of two squares iff p= 2

or p = / mod 4. For genese n
, n = 25 k ,za ... Call exponents are zero

eventuallyeg. n = 23 4537311377920937.. = 25245711413 . 192 is a sun of two squares.

A
Iftheexponentoneveryprinwentan is a sum of two

sun of two squares.

21 is not a sam of two squares .
10,

1
,
4

,
8

,
16 are the only squares <2)

"37"
.

This can
all be proved using the idea presented in the previous

class .

In order to be able to writen as a sum of two squares,

it needs to be

small enough or we need to know its prime factorization.

writingamera sumof twosquare iashandas
inabe as

a sum of two squares.



Next : Public Key Cryptography , especially
· Diffie-Helman
· RSA (Rivest-Shamir-Adleman)

First : primitive elements in finite fields

Let p
be prime. #" field of order p = /* = 30 , 1

,

2, ..., p-i3.

Fact : Ey has a pinctive element ge # , namely all nonzers elements of #p are powers

of g ,
i
.e. # = 50

,
1
, 9 ,99 ...., gP (gt"= 1 by Fermat's Little Theorem)·

eg. # has 3 as a printive element : # = 50
,

1
,
3

,
32
,

33
,
34

, 353
"'"s

Also 5 = >" is also a primitive element of Ey
: # = 30

,
1
,
5

,52 53 T
2 is not primitive : powers of I are 1

,

2
,
4 only

More generally ,

for every prone power g= ph, p prime ,
K51

. #g (field of order g)

Why ? It has multiplicative group" = 51
,
2

,
3

, 43
alwaysa primitive

which cannot be a Klein 4group &

otherwise = 1 for every
nonzero at #

of degree I having four roots inE5
but then-1 is a polynomial

So #5" must be cyclic



eg
. #loo = 90

,
1
,
2, - .., 10083 = 50 ,

1
,

11
,
11

,
19

,

-

.., 1110073
1009 is prime

= So, 1
,

11
, 121 ,

322
,

515
,

620, ..., 367]
1) is a primitive (I checked rising Mathematical
18 = 186 k is the "discrete logarithm" of 186 (base 11) log, 186 =2

Answer : k= 543

1543 = 186 in 1
,09

i.e
.

in I
,

11543 = 186 mod 1009.

Discrete logs and integer factorization are two difficult computational tashs.

That's good ! Since this provides a secure cryptosystem for key exchange.
Alice and Bob want to agree on a large integer to be used as

theencryptionkeyo a
a word document (or other symmetric key encryption algorithm)

I

the decryption key is the same as the encryption key).
Diffie-Hellman Key exchange protocol : Alice and Bob communicate over an open (insecure
dannel

. They first agree on a largeprive pAlice camgenerate mentand sena
for

to Bob over the open channel .)

# .
(A random element is almost as good . ) Or party can abtain g

and sendf it to

the other party:
Alice chooses at 52

,

3, pz} randomly and she computes g mod p .

She sendsthis to Bob.

Bols chooses bt 52 ,
3

,

:

;, p-23 "and he "gamdp .

He sends this to Alice.

(But not a
,

b
. )

Eve can eavesdropper) knows gamodp, glmodp.
The shared secret key is" modp.

Alice computes (96) = gab modp. Public key Bob computes (gab= gab modp.



rCoinFlip , q primes generated muday but
, mod ifa

cin flip"

Alice sends n = pq to Bob, n= I mod 4.

Bols guesses H or
T

. Bob verifies n= I mod4
, prime.



&EryptionScheme osecurity and
authentication over an open Since the

dammel .

Alice and Bob want to communicate securely over an open channel.

Alice generates a public encryption key (n ,
e) as follows :

randomlyshe gaerates two largeprimes peach afewhundreddigits
longa

and she computes n =

pq. picks
e + 52

,
3, ..., finis relatively prime to p(n) · Alice publishes (n

,

e) on her website.

Easy fact : Anyone who knows n andf(a) can easily factor n
.

So keep of(n,p ,g secret !

Alice computes d= inverse ofe mod en) , computed using the
Extended Enclidean Algorithm.

m + 31
,
2, ..., n +13 to Alice in an encrypted form so that

Bobwant
to send an iteenable to recover the message

m but fire can decrypt-
m ' = me mod nBob First computes & obtained from Alice's website .

Bob sendsm to Alice.

Alice receives m and computes (m) = m modn .

why does this formula
hold

, allowing Alice to recover m ?

de = 1 mod (a)
-de = 1 + koin) for some positive itegenk.

Inic = (e) = mde = mitk-m. jb = m:
"

= mmodn .
-

This assumes god (m, n)= 1. = 1 mode by Euler's Formula
gad(m , n) - 51

, 4 ,93 but pig are practically never found by chance
.



Authentication : means of certifying the authenticity of a document (authorship etc.)
-

Security : When Bob sends a message
to Alice

,

no one else can decrypt it (except Alice).

Authentication : caire Fromzol and ithas not been theknows
that this message actuala

-

PGP = Pretty good privacy
Every party generate their own RSA keys.
Alice has public key (n . ea) and private key p , g , p(u), da

Carol has ----da-reaheya secrecy
and authentication capability

(no one else can understand the message ; and Alice has proof that the message
actually came from Bob

. )
Bob first computes m = mis modng and then m" = Im' modu .

He sends m" to Alice.

Alice receives m" from Bob and she computes, (m"(damod n,
and me (m'mod



Factorization of Integers ·
· naive algorithm xad·o method
p ·

Eg.
Factor n= 27641 = pq
Look for integers X

, y
such that=y mod n.

=y is divisible by =
divisible
by g= ged (n,

x-y)Pick a - 52, .., n-13 randomly
by P =

gad(n
, xy)

The map f(a) = a"modn can be iterated yielding a sequence a flat
,
fiffalt

,
fif(f(a))), . .

.

For n = 27641
,

a = 2
,

we obtain the
sequence (which must eventually repeat
+

256- 102547 25793- 15261 22696 -> 18381 -75218-> 1139225835-27639

This gives X= 27639
, y = 2 satisfying N=y =4 mod

3 -9 - 81->6561- 9684-2584- .... - 2915-4850
gives another solution x = 4850

, y
= 3

- withEy = 9 mod n.

gcd(n2763 n= x2 is the prime factorization.a



p
= 2003 is prime. PE 3 mod 4.

Pick a + 91 ,
2,

-

, 20023 randody · 1999 (9)=) =

[
Again : try a = 990

, (i) = -

Again : try a = 824· (g) : 1 : 824 is a square mod p= 2003.

So the polynomial x-824 has two roofs mod p
= 2003

.

What are they ?

824=I mod I Tubers Criterion]

8241% mod
p
.

18245012 = 8241002= 824
8245%

= 1909 modp

In Foos, = 194 :
.e. 524-594, 19093

When p = 1 mod 4
, finding square roots are a little trickier. If p= 1009

(09) = 1 then go = mod 1009
504

a
505

= I modp
<?5 = a = 9 mod p

But square
roots mod p can be efficiently computed for every p.



For functionsf "going to infinity" in the sense thatlim #(x) = 0
,

we compare rates of growth
-D

eg . a polynomial rate of growth eg .
f(x) = ax + lover degreeterms

,
aso

,
n

& exponential rate of growthleg .
f(x)= a = e

*

(c= qual (a) 1)

p .
eFasubexponential

g /polyin
ex

#---lux

--
Multiplication of positive integers is efficiently implementedbycomputer,inthesense ,thatitase have
·polynomial time"

&

Factorization is not' poly , time
11

"subexponential time algorithm.
C) Caveats : Based on current stateofthe-art

knowledge.
* **** multiply two five-digit numbers
*****
-

*** **
***** I n simple multiplications

****
**** - additions

***** --
* * *** * ***

At mostis operations to multiply two n-digit numbers. execution

Or n
,

23 . The algorithm to multiply twodigit numbers X,y nums in time
which is polynomial in nology, logy



Naive factorization method : trial division .
Given x of length u = logy digits,

try d= 1
,
2
,

3
,
4

,
...) until we find a divisor of a

in

Ifnonof thesevaluesdividex , returnipre

requirestestnumbershavingatmostdigitis 10 is an exponential function of

The first factorization method running in better than exponential time is the CFRAC

Contined Fraction Method). subexponentialtime. Looking for integer solutions of
Eg.

Factor 91. x-9/y = 1

= 19, 1
,

1
,

5
,

1
,

5
,

1
,
118,

1
,

1
,

... ] = at t *

gives a sequence of
rational numbers 5+... ↳-91 =E

converging to Ea :

19] = & -91 . 12= -10

(9
, 1) = 9++ = 10

102-91.1 = 9 182 = 3 mod9T

[9,
1
,
1)= 9+y

= I 192-91 .22 = -3
god (91, 10+3) = 13

19, 41,
5) = It 105- 91: 112= 14

gcd (91, 10-3) = 7

etc
.

S

15742- 91 . 165= 1

(19: 124) = 3 mod 91 X = 19%24

y = 3= 3 192. 124"= (3)= 9 = 32 mod 9 xEy'mod



We use linear algebra to find products giving a perfect square on the right hand side e
.g.

eg .
X? = -2 mod

-2 = 12357%-- - (1
,

1
,

0
,

0
,

0
,

0....)
X = 6 mod n 6 = 71535070.. -> 10

,
1

,
1
,
0
,

0
,

0.... (
X = 15 mod n 15= 7720359%... => 10,

0
,

1
,

1
,
0
,

0, ...)2
-5 = 712357

... add mode⑭modest mod

-

X= x, Xz43X4
= (122232g
= (- 2. 3.5)
-

y
= -2.3.5

Modern integen factorization
· Using a database of small primes (at most

12 digit primes) check to see if any of them

divides n

· Try elliptic curve factorization method.

· use a sieve method. These methods look for solutions of - = y "mod n.



The probability that an iteger chosen "randomly" in 11
,
x] is prime is about (for x large).

The actual probability isA number of pricesinIa
~ - tex -0 as X-0

what is the probability that two "randomly closer" large integers are relatively prime ?
About 0

. 607927 = 61% (exactly ).
Butfon needle problem
The Riemann zeta function ((X)== 1+ +* +* + ... (convergent for >1)

((2) = 1 + 22 +5 +( +5 +( +...=

((x)= = 1+++
.T =(((()() + - (Edlea factorization

Harmonic Series
Proof : use Fu = 1+ + u+ v+ u

+
+... (geometric series S(1)= 1+2 ++ + ++ = a

Check : (1- u)(1+ u + n2+ u + -) = 1 -k+y -y+y- uP+y ... = I (diverges)

=)()()x -..

= (l+= +( +- + x +-) (l +- +7+x
+ -- -)(1 +5 +=+ + -)(++y+ )(b +m +i+ (1+i+ +)x

= 1+ +y + m + = +-+ +x+ + to + ... (FTA : fundamentalTheorem of Arithmetic



Given two large integersmin ,
what is the probability that ged(m, n)= 1 (m,

n relatively prime) ?
About 60

.
8 %

, experimentally ↑

The probability is at most 75%,Since there is a 25% chancethat mu are both even

min are relatively prime ift
& m

,
n are not both even withprobabilityI 75,8......& m

,
n - - [S divisible by 3

S &

etc.

m
,

n
- ...

- 5 -----5
= 96 %

& m
,

a
- --- -- 7

& ---1- 4
· m

,
n ------- -- --- I- Th

m
.

n are relatively prime with probability (1)(1-)(1-(1-1)(1-i)(1-)x...)==2
= 0

.60792

Given three large integers 1, m
,
n

,

what is the probability that they are relatively prime i
.e
. gcd (l, m

,
n) = 1 ?

eg . gad (6
,

10
,
15)= 1

.

This occurs with probability = 83
.

2%

TT (1-5) =220 ,
832

P

The probability thatI large integers m
.. ..., my Chosen independently at random) are relatively prime

(i .e . gcd (m , . . ., mr) = 1) is Ecks

934.... I irrational
. Maybe a rational multiple of t ? Probably not.

1
.

202056-- =* 1. 082323... #
6

irrational? Who knows .
1. 036927...-

? 1 . 017343- - 7945



A number n is squarefre if it's not divisible by any of the squares 4
,
9

,
16

,
25

,
36

,
49

,
64

,
81, ...

-

i
.

e . the largest square dividinga is 1

i.e. n is not divisible by p2 for any prime p.
What is the probability that a large muchean (chosen randomly) is squarefree ?

0 .
608

.

(PNT
The Prime Number Theorem is proved using the Riemann zeta function.

The key property of SW) that yields our proof of PNT concerns where S(x) = 0.

Much more can be said about the importance of 9(x).

eg,


