


ellipticaweoitfieldplanadditiveabelianra
The order /ECF) & [q+ -Ig , 9+ 1 +259] by the Hasse bound or Hw bound.

Ey= -1 is a are of gene O (nonsingular comic)
Over Er lg odd) we havegl points.
For curves of genus g2 : X(Q) is a finite set

.

Mordell's Conjecture , proved
- by Gerd Faltings (1983).
set of rational points rational points.egforanyfixed ntheegratiohasatmostinitelymanational voite

I

For 12, 4
, 931 . ) This precedes the proof by Wiles others of Fermat's Last Theorem.

Elliptic curves have applications in cryptography and primality testing and integen
factorization.
AKS : There is a deterministic polytime algorithm for deciding whether or not a given

itegeraprimeGivenhermuringtin bondedhyonalgorithms
Fermat test : Given n

, pick at 92
,
-

, n-1 randomly· Compute a"modn .

If a "# I modn
,

return "n is composite .

"

If a
"

= I modn
, pick a different a t 52,.- , n-13 and repeat.

If we stop after 100 trials (say) then we have a one sided error ("false positive") .



Rabin-Miller : improvement of Fermat test .

Less likelihood of error but it still has

one-sided errors (false positives).
The Ellipticcurvetestfor primality : give, wedoaartai computationit

If a fails the test , repeat the test with a different point on a different arive.

Onesided erro(falsenegativewedecidetopattertrialsaastremely unlikely
to not get a guarantee in 100 trials.

Example using Elliptic curves to prove primality of
n = 10"+ 19 = 10

,
000,000

,
019

using the Goldwasser-Kilian algorithm (1986 ? ) believed to be poly.time (probabilistic.
We take an elliptic cure over N/n* chosen randomly but with a known point
PtE(2/n2) ·

What can we do with F = /nQ ? If n = prime then # is a field.

If n = pg , pEg large primes (say hundreds of digits) Hen # is not a field.

Imagine n = pg composite but very difficult to factor if p ,g large.
Given abe F, t is practically defined if 60 · gcd(b, n) - 51, p, 93
The case gcd/b,

ni + 3p. 93 only arises if we are able to factor n
,

so we return "n is

notaprire-Othersgedbrbtn
for some re by Endid's At a



If n is not prince and n = bg ,
k>1

, a prime,

E(X/n*) Tmost-home E(X/q2) meaning : if 4
,
QtE(&(*) wherePQ

- actual
"elliptic curve elliptic Give then F+ Q = FQ where "bar"
over/" is "mod q"
but not stictly speaking
an elliptic curve

Since /at is not a field.

Example Show n = 10:+19 = 10000000019 is prime .

Proof by contradiction.

supposing, niscomposinhas
a prime factor peop= 100.

Randomly I choose elliptic curves y= * + ax +b containing a point P= (3,).

E IE([(n2)/ To check that this is an elliptic curve,

need 4+ 276 #O mod u
-y= x+ x- 5 9999935488= 23. 3.19.4761 : 7649 - discriminant of **+ ax+ b

y= y+ 2x - 8 1000062104 = 33.3. 29 . 547 .26267 corrected !

y= x3 + 3x- 11 10000053492 = 2. 3. 11-13 .37. 239:65949+ 2762= (27b- 18ax)(x+ ax+b) + (4a-9bx+6ax)(3x2+a)

y= x3+ 4x - 14 9999892527 = 319· 89 · 1971199 = m
-
E

To prove
that n is prime , we argue by contradiction If not

,
there is a prive pain , pla .

So p > 100,000 · Then.There is an almost- homomorphism E(z)-> E(Tp) So ECEp) has

Check : mp = e The point RPE E(X/n*) We have presumably)"ellipticcarea
actual a point ofordig

RP # 0 .

has order
q checked recursively ellipticareathat is prime



EC#p) has order < p+ 1 +25p = 100
,
632 but g is bigger than this

,

contradiction.

A revised version of Goldwassen-Kilian algorithm replaces the arbitrary elliptic curves

witheecialcurves called CM curves where the group
order is easier to compute,

Elliptic Curve Factorization Method (Lenstra

Givena large itegen
which is known to be composite ,

we want to split n = ab,

Kab < n(noutrivial factorization).
Choose random elliptic curves EC&/2) with known point P.

Do extensive seems in < P>= Sk4 : keXY until we find a failure of chordstrangent
method where division by be /I fails , gad (b, n) - E2

,

-

, n-13 giving a splitting of a.

This is subexponential time in practice ,

like the best sieve methods.

Applicationsto public key cryptography :

Classical Diffie-Heldman protocol for key distribution : This allows two parties to agree
on a secret key (typically * alphanmenic string) while comunicating over an insecure

channel
.

We want to generate a secret key over an open channel
: a secret number which

should be hundreds of digits long .
How to do this :



ianddog pehuddog
118 = 1

I = 11 where is 186 + Food in this list ?
11= 12/

113 = 1331 = 722 It= 186 in Flood for some unique k + 90
,
1
,

2
,

%

,
1007?114 = 515

115= 620 What is I ? K= 543 is the answer.

i

p
1007

= 367

s,
:

set of

why is thenonzero elements of a finite field a cylic group ?
eg. Is has four nonzero elements forming a multiplicative group of order 4

. If this

group
isaklein 4-group then the poly .

2 I has four roots in #5

Alice and Bob agree on p
and g (as above) over the open channe (not secure).

Secretly ,

Alice chooses a + 31
,

2
, %, p-23 at random .

She computes gattp and sends this to Bob

love the open
chanel).

Bob (secretly) chooses be 31
,
2,-, p

-23
and computes got #p and seads this to Alice.

The information p, g . 5 , gb have been slaved over the open
chamel ; ab are secret.



The secret key known to Alice and Bob is gab.

Alice contentsgea
Is there a shortcut to computing gab without first finding a or b ?

Not as far as we know.

Elfamal uses Diffie-Hellman

Other groups inplaceofto same amountof security
withohis

However
over finite field length .

Substitute thegroup
of the curve for

Fix curve ,
P point.

Alice chooses large integer a, computes ap
,
sends this toBob.

Bob - --- b
, computesbP, ---- Alice.

The secret key is abp = albp) = b(ap).



Modular Forms (and Elliptic Curves) - Neal Koblitz

Example : the jinvariant , j(e) is usually expressed as afunction of g : etit

First define gu(t) = 602 immett j()=28 ga

(0,
0) + (m

,n) +2

gy(t) = 140[ int
(0

,
0+ (m,

n)= 22

M(t) = g (1-g)
= "g+ 744 + 1968849+ 214937609

+ 8642999709 + 202458562569
f -- -

gz(t) , galt) depend only on the lattice
The Monster (largest sporadic

9m + n+= m
,nt]}CI Sojeonlydeada finite simple group) M= FG

It2 can bewritten as a subsr a

# of GL
,96883
(C)

Monstrous Moonshine

&
/ Em+n +: mu++3

= forms T= g= S'xs

E the elliptic curve y = 4x- gale)x - g.(e)·

Two such curves are equivalent up to analytic
: invariant.isonorphism iff they have the same


